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Eudralex The Rules Governing Medicinal Products in the European Union
Volume 4 Good Manufacturing Practice Medicinal Products for Human and Veterinary Use

Annex 11 Computerised Systems

Legal basis for publishing the detailed guidelines: ~ HA KF A > OFElZ /AR T DERRIL
Article 47 of Directive 2001/83/EC on the Community code relating to medicinal products for human use and Article 51 of
Directive 2001/82/EC on the Community code relating to veterinary medicinal products. This document provides guidance for
the interpretation of the principles and guidelines of good manufacturing practice (GMP) for medicinal products as laid down in
Directive 2003/94/EC for medicinal products for human use and Directive 91/412/EEC for veterinary use.
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Status of the document:  fliZk
revision 1 ‘

wE 1

Reasons for changes: ZE##ih

The Annex has been revised in response to the increased use of computerised systems and the increased complexity of these
systems. Consequential amendments are also proposed for Chapter 4 of the GMP Guide.
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Deadline for coming into operation:  fiiEARR
| 30 June 2011
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Annex 11 Computerised Systems

Principle JRHI
This annex applies to all forms of computerised systems used as part of a GMP regulated activities. A computerised system is a
set of software and hardware components which together fulfill certain functionalities.
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The application should be validated; IT infrastructure should be qualified. ‘
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Where a computerised system replaces a manual operation, there should be no resultant decrease in product quality, process
control or quality assurance. There should be no increase in the overall risk of the process.
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General 5=

1. Risk Management U Rz %&#H

Risk management should be applied throughout the lifecycle of the computerised system taking into account patient safety, data
integrity and product quality. As part of a risk management system, decisions on the extent of validation and data integrity
controls should be based on a justified and documented risk assessment of the computerised system.
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2. Personnel EH

There should be close cooperation between all relevant personnel such as Process Owner, System Owner, Qualified Persons and
IT. All personnel should have appropriate qualifications, level of access and defined responsibilities to carry out their assigned

duties.
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3. Suppliers and Service Providers ¥ 774 ¥B X OV —E R T a4

3.1  When third parties (e.g. suppliers, service providers) are used e.g. to provide, install, configure, integrate, validate,
maintain (e.g. via remote access), modify or retain a computerised system or related service or for data processing, formal
agreements must exist between the manufacturer and any third parties, and these agreements should include clear
statements of the responsibilities of the third party. IT-departments should be considered analogous.
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3.2 The competence and reliability of a supplier are key factors when selecting a product or service provider. The need for an
audit should be based on a risk assessment.
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3.3 Documentation supplied with commercial off-the-shelf products should be reviewed by regulated users to check that user
requirements are fulfilled.
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34 Quality system and audit information relating to suppliers or developers of software and implemented systems should be
made available to inspectors on request.
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ProjectPhase u ¥ =7 b7 x—X

4. Validation NV5F—i gy

4.1  The validation documentation and reports should cover the relevant steps of the life cycle. Manufacturers should be able
to justify their standards, protocols, acceptance criteria, procedures and records based on their risk assessment.

NYF =2 g U LEBIOREEIL. 74 7V A 7 VOET D AT v 7 exwtg & LgiTiuda by, flidEgs
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4.2  Validation documentation should include change control records (if applicable) and reports on any deviations observed
during the validation process.
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4.3 Anup to date listing of all relevant systems and their GMP functionality (inventory) should be available.

For critical systems an up to date system description detailing the physical and logical arrangements, data flows and
interfaces with other systems or processes, any hardware and software pre-requisites, and security measures should be

available.
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4.4 User Requirements Specifications should describe the required functions of the computerised system and be based on
documented risk assessment and GMP impact. User requirements should be traceable throughout the life-cycle.

Z—PERAFEEIL, 2 Ea—2 b AT MIER SNTHEREZ T L, U A7 3HHER L OV GMP ~D 5248 2 ik
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45  The regulated user should take all reasonable steps, to ensure that the system has been developed in accordance with an
appropriate quality management system. The supplier should be assessed appropriately.
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4.6  Forthe validation of bespoke or customised computerised systems there should be a process in place that ensures the
formal assessment and reporting of quality and performance measures for all the life-cycle stages of the system.

BEDH AT AZ~ A AENT-ar Ea—Z b AT LONR) T =2 g LT, VAT LAOTRTDOT A
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4.7  Evidence of appropriate test methods and test scenarios should be demonstrated. Particularly, system (process) parameter
limits, data limits and error handling should be considered. Automated testing tools and test environments should have
documented assessments for their adequacy.

T A ML 7 A B2 YA ORI, WRSHRTIURR B0, FHS, VAT L (TrER) AT 2=
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4.8  Ifdata are transferred to another data format or system, validation should include checks that data are not altered in value
and/or meaning during this migration process.
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Operational Phase &7 =—X

5. Data T—#
Computerised systems exchanging data electronically with other systems should include appropriate built-in checks for the

correct and secure entry and processing of data, in order to minimize the risks.

MDY AT K EBAINT — X AT D a L B a—2 b AT A, IEHEME & AT OZEMER O — & OALEL
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6. Accuracy Checks IFHgtETF = v
For critical data entered manually, there should be an additional check on the accuracy of the data. This check may be done by a
second operator or by validated electronic means. The criticality and the potential consequences of erroneous or incorrectly

entered data to a system should be covered by risk management.

FANENTEERT —ZIZBOTE, FNOOTF—X OIFMMEZBINTF = v 7 LT U by, Z0OF -y
7%, BARL—F £33N F— F INTEBE AR FERIC L > TEMIT 5, 320 b LUIREMER Y AT H~DA

TN K DERMEEFZEO R, U A7 EHIZ LD W3 =SR2 ude brauy,

7. DataStorage T —X{FE

Data should be secured by both physical and electronic means against damage. Stored data should be checked for

7.1
accessibility, readability and accuracy. Access to data should be ensured throughout the retention period.

ST L, WEE L OB AR B TR MR SN2 T UE R B0, (RE ST —XiX. 77
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INRTF R B0,

7.2 Regular back-ups of all relevant data should be done. Integrity and accuracy of backup data and the ability to restore the

data should be checked during validation and monitored periodically.

B2 _XCoOT—Z 1L, HANZ Ny 7 7 v TRE i SIRT U B 720, RN 7 T v 7T —2 D52

FOUEREME, T =2 DIETEII N T2 a B IOEINICE=2 U 7 L TTF = v 7 SHRITHUTZR 720,

8. Printouts FIRl

8.1 Itshould be possible to obtain clear printed copies of electronically stored data.

BAHINRE SNT=T —Z oW TiE, BREICHIRI SNz a B —a2 1 TERITF U H 720,
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8.2  For records supporting batch release it should be possible to generate printouts indicating if any of the data has been

changed since the original entry.

Ny F UV —=2EFYNT DRI LTI, T2 BERD AN SEL SN TN E D harsd HIR 2L

FRCE 2T UE R B,

9. Audit Trails BEZZEWR

Consideration should be given, based on a risk assessment, to building into the system the creation of a record of all
GMP-relevant changes and deletions (a system generated "audit trail). For change or deletion of GMP-relevant data the reason
should be documented. Audit trails need to be available and convertible to a generally intelligible form and regularly reviewed

GMP (2B 5 T X CTOLEE L HIBROFERA AL T D VAT & (VAT LERD BTG ) OfEIE, UV A7
P EE SN TEEINDHRE TH S, GMP IZEET 57— 4 OEF B LOHIBRIZEE L T, 2O mE LEn
TRTF UL B 720, BEAREHN AT ATRE C— A B C & SIS HARTRE CLUERINIC LU B o SNDMENH 5,
10. Change and Configuration Management XL Var 7 47— 3 VEHE

Any changes to a computerised system including system configurations should only be made in a controlled manner in

accordance with a defined procedure.

VAT LA T 4 =Y a rEGhrar Ea— 2 AT LAOERIL, ERSNT BT v T, BHELE

NIZIHEDINT X o TIM SNRTIUTIR B2,

11. Periodic evaluation ERAZFA
Computerised systems should be periodically evaluated to confirm that they remain in a valid state and are compliant with GMP
Such evaluations should include, where appropriate, the current range of functionality, deviation records, incidents, problems

upgrade history, performance, reliability, security and validation status reports.

L Ea—2 AT AT, B AT LR T — F ZINTODIREZREF L, GMP 2857 LT\ 5 Z & 2R
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12. Security &2

12.1 Physical and/or logical controls should be in place to restrict access to computerised system to authorised persons
Suitable methods of preventing unauthorised entry to the system may include the use of keys, pass cards, personal codes
with passwords, biometrics, restricted access to computer equipment and data storage areas.

AL 2= UV AT DDT 7 L A LGB0 SIVIZAETHIIR S D70, WERRD, RERAICHNE L2 iuTie bravy,
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12.2  The extent of security controls depends on the criticality of the computerised system.

XU T FEOFPHIY, 2 Ea—2 b AT AOEKRMEITHSL

12.3 Creation, change, and cancellation of access authorisations should be recorded.

T 7 ZHEROM G, EH I LOBEHIEREE SR T IUTR B7Rw,

124 Management systems for data and for documents should be designed to record the identity of operators entering,
changing, confirming or deleting data including date and time.

T=HBIOSEOEH AT AL, T—X AN, BHE, HERHHWITHIREI T T4 —2 & BAF &R L
E BRI T D L O RREF S I TV RIT UL B 720,

13. Incident Management &/

Al incidents, not only system failures and data errors, should be reported and assessed. The root cause of a critical incident
should be identified and should form the basis of corrective and preventive actions.

VAT AOMFERT — X T — DRI LT, TRTOREEIL, HwE S, dHMiS 2 iudze by, mERREE
OIRARFERIL, FRE S, REBIOFHEEORAL LaTuLe H72u,

14. Electronic Signature ETFE4

Electronic records may be signed electronically. Electronic signatures are expected to:
a. have the same impact as hand-written signatures within the boundaries of the company,
b. be permanently linked to their respective record,
¢. include the time and date that they were applied.

BRI IE NS BAMT SN TV DB HENR, BTBEAIZIZLLTOZ ERRDHINLD
a. BEENICBWT, FHEEBALFAFTHL L

b. BECEHIIEARNCY 7 LTWAHZ L

c. BASHIRE L Bt &g &

15. Batchrelease /Xy F VY J—2X

When a computerised system is used for recording certification and batch release, the system should allow only Qualified

Persons to certify the release of the batches and it should clearly identify and record the person releasing or certifying the batches.
This should be performed using an electronic signature.

LB a—Z AT LD, EKBEBIONRYF VY U —2O38R T SN DHEEITIE. FOV AT MTEksE 1T
DI F DY ) —ZADREGREZT T L, Ny FZ2 )V —RALTETRbHER L& 2RI LT b
W, WEHEEIIE, BTEALAR LT U 50,
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16. Business Continuity ZERSOMkEeE:

For the availability of computerised systems supporting critical processes, provisions should be made to ensure continuity of
support for those processes in the event of a system breakdown (e.g. a manual or alternative system). The time required to bring
the alternative arrangements into use should be based on risk and appropriate for a particular system and the business process it

supports. These arrangements should be adequately documented and tested.

BHER A2V R— T 53 Ea—2 b A7 AOFHITEBWTIL, VAT AR L7272 ' 2 Offf
TR — N ARG T AREED 2 UT e S 7y (Il IETFENES JOREBO Y 2T L), REEOIFEDFI A RTREIC /2 5
FTOERINAEREIL, VA HESE, BFEDOV AT LB XRS5 BV A% LGl CRiiuds 57

VY, WERAVE I LEUNC SCEA O T A N ENARTIUTR B,
17. Archiving 7—XhA 7

Data may be archived. This data should be checked for accessibility, readability and integrity. If relevant changes are to be made
to the system (e.g. computer equipment or programs), then the ability to retrieve the data should be ensured and tested.

T =27 —NA T INDPBHNR, HET — 2L, T B AOESNE, Atk L 0veaete T =y 7 Sh
RITITRBRR, VAT A (AU a—XEEXIT 0T LE) ([CEENRSNIYG. T — 2 OfH 2 ATEE

ThHH I EMRIESN, T A b SIRITHUTR 670,
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Glossary  FH#E

Application: Software installed on a defined platform/hardware providing specific functionality

TV = a s FEOBRRERIET 572010, EOONLET Ty N7 +—Lb/ =R =TI VA F—/L &
ey 7 hu=r

‘ Bespoke/Customized computerised system: A computerised system individually designed to suit a specific business process

BRE/ HAZ A RENTar Ba—F by AT A FFEO VR AT v AT#AET 25 & )@ plaGt S -2
VB a—FL AT A

Commercial of the shelf software: Software commercially available, whose fitness for use is demonstrated by a broad
spectrum of users.

BERY 7 b =7 RO =T, ZOEMMEEZRBO LN TEY, FEN—ATREIN TS Y 7 by =T

IT Infrastructure: The hardware and software such as networking software and operation systems, which makes it possible for
the application to function..

ITAYTIARTIF % : "—FU=TEBIORY U= « VT R 2T AR =2 a VAT LEDY T
Ny =TT, TV = a ATEREE R b0

Life cycle: All phases in the life of the system from initial requirements until retirement including design, specification,
programming, testing, installation, operation, and maintenance.

FGATHA 7N @GN R T s T TR, EAL EHB LOWERR Z SO OB RERN O BEEE
TDOVATLEDTA ZIZBITAHTITOT—X

Process owner: The person responsible for the business process. ‘

TukvRA—F  EVXRAT R RACEEE L OE

System owner: The person responsible for the availability, and maintenance of a computerised system and for the security of the
data residing on that system.

VAT LT arEa— AT AORIH EHERE, BIUOMESY AT AMIGFETHT—XOtX 2T 11
*THEEE L OHE

Third Party: Parties not directly managed by the holder of the manufacturing and/or import authorisation.
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